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NudopmManmonHas naMATKA A9 00YVYAIOIIMXCH

C KaXIIbIM TOZIOM MOJIOJIeKHU B IHTepHETE CTAHOBUTHCS OOJIBINE, A IITKOJIHHUKA OTHH
Y3 CaMbIX aKTHUBHBIX MOJIb30BaTenen Pynera. Mexay Tem, TOMHUMO OTPOMHOTO
KOJIM4eCcTBa BO3MOKHOCTEW, HTEepHET HeceT u npoOeMbl. DTa mamsTKa JOJKHA
noMoub TeOe 0€30MacHO HAXOIUTHCA B CETH.

KoMmnbroTepHbie BUPYChI

KoMmbroTepHbIil BUPYC — 3TO pa3HOBUIHOCTh KOMIBIOTEPHBIX IPOIPAMM,
OTIIMYUTEIBHON 0COOEHHOCTHIO KOTOPOH SIBIISIETCSA CIIOCOOHOCTD K pa3MHOXKEHUI0. B
JIOTIOJIHEHUE K 3TOMY, BUPYChI MOTYT HOBPEAUTH UM TIOJIHOCThIO YHUUYTOKHUTH BCE
Gbaiinbl ¥ JaHHBIE, TOAKOHTPOJIBHBIE MOJIH30BATENI0, OT UMEHH KOTOPOTO ObLIa
3aIynieHa 3apaxEHHasl IporpaMma, a TakKe IOBPEAUTh WIH JaXe YHUUTOXKHUTH
OIEPaIOHHYIO CUCTEMY CO BCEMU (pailiiaMu B 11esioM. B OonblInHCTBE cilyyaeB
pacIpoCTpaHsTCs BUPYChI uepe3 MHTepHeT.

MCTOI[BI 3aIlIUThI OT BpSCAOHOCHBIX ITPOIrpaMM:

Hcronb3yil COBpEMEHHBIE ONIEPAlMOHHBIE CUCTEMBI, UMEIOINE CEPHEZHBIN YPOBEHD
3aIIUTHI OT BPEJOHOCHBIX MPOTPAMM;

[TocTosiHHO ycTaHaBiaMBai moutu (1upoBbIE 3aIUIATKH, KOTOPHIE aBTOMATUYECKH
YCTaHABJIMBAIOTCS C LIEBIO IOPAOOTKU MPOTPaMMBbl) U APYyTrre OOHOBJICHUS CBOCH
oneparmoHHoOM cucteMbl. CkauuBail MX TOJIBKO ¢ O(DUIIMATBLHOTO caiiTa pa3paboTuuka
OC. Ecnu cyniecTByeT peKuM aBTOMaTUYECKOTO OOHOBJIEHUS, BKIIFOUH €T0;

PaboTail Ha cBOeM KOMIBIOTEPE MO IPaBaMu MOJIb30BaTENs, a HE aAMUHUCTPATOPA.
DTO HE MO3BOJIUT OOJIBIIMHCTBY BPEAOHOCHBIX MTPOrpaMM MHCTAITMPOBATHCS Ha
TBOEM MEPCOHAILHOM KOMITBIOTEPE;

Hcnonb3yit aHTUBUPYCHBIE TPOTPaMMHBIE TPOAYKTHI U3BECTHBIX MPOU3BOIUTEIIEH, C
aBTOMATHYECKUM OOHOBJIEHHEM 0a3;

Orpannub GU3NIECKUN JOCTYI K KOMITBIOTEPY JJIS TOCTOPOHHUX JIUIL;

Hcrnonb3yil BHENTHUE HOCUTENTH HHGOPMAIINH, TaKKE KakK (uielka, TUCK 1in (Haiti u3
HNHTepHeTa, TOIBKO U3 TPOBEPEHHBIX HCTOUYHHUKOB;

He oTkpbiBail KoMIbIOTEpHBIE (Pailiibl, MOTYyUYEHHbBIE U3 HEHAEKHBIX UCTOUHUKOB.
Jaxe Te (aityibl, KOTOpBIE MPUCTAT TBOM 3HAKOMBIN. JIydllie yTouHH y HETO,
OTTIPABIISII JIU OH TeOE UX.

Cern WI-FI

Wi-Fi — 310 He Buj nepeaun JaHHBIX, HE TEXHOJIOTHs, @ BCEro JIUIIL OpeH/I, MapKa.
Eme B 1991 rony Hunepnanackas kommnanus 3apeructpuponaina opens « WECA», aro
o0o3Hauano cioBocodyetanue « WirelessFidelity», koTopblii mepeBoAUTCS Kak
«OecTpoBOIHASI TOUHOCTHY.

Jlo Hamero BpeMeHU Joluia apyras abOpeBuarypa, KoTopas sSBIsIeTCs] TAKOH ke
TexHoJoruei. I1o abbpesuarypa « Wi-Fi». Takoe HazBaHue ObLTO T1aHO C HAMEKOM Ha



CTaHAapT BbICHIMM 3ByKOBOM TexHukH Hi-Fi, 4TO B mepeBojie 03HavaeT «BbICOKas
TOYHOCTBY.

Jla, OecrmaTHBIM HHTEPHET-A0CTYN B Kae, OTENSIX U adPOIopTax SBISICTCS OTIMIHON
BO3MOYKHOCTBIO BBIX0J1a B IHTepHeT. HO MHOTHE 3KCIIEPTHI CUMTAIOT, YTO
obmenoctynusie WiFiceTn He SBISIOTCS O€30MacHBIMHU.

CoBeTsl 110 6€30mMacHOCTH paboTe B 00men0CTYMHBIX ceTsx Wi-fi:

He nepenasaii cBoro nuuHyio nHpopMaiuio yepes oomenoctymnusie Wi-Ficeru.
Paborast B HuX, ’KelaTelbHO HE BBOJUTH MApOJIU JOCTYIA, JJOTMHBI U KaKUe-TO
HOMeEpa;

Hcnonp3yit 1 0OHOBISAN aHTUBUPYCHBIE IPOTpaMMBbl U OpanaMaysp. Tem caMbIM Tbl
obe3onacuilib cedst OT 3aKaYKy BUpYCa Ha TBOE YCTPOMUCTBO;

[Tpu ucnonszoBanuu Wi-Fiotkmoun Gynkiuio «O0muii 1ocTyI K ¢aitiam u
npuHtepam». JlanHas (yHKIUS 3aKphITa [0 YMOJYaHHIO, OHAKO HEKOTOPHIE
MOJIb30BATENH AKTUBUPYIOT €€ NIl y1I00CTBA MCIOJIb30BaHUs B paboTe win yueoe;
He ucnonb3yii myomuunsii WI-FIuist nepegaun muyHbIX JaHHBIX, HAPUMED, IS
BBIX0/Ia B COLIMAIbHBIE CETU WM B 3JIEKTPOHHYIO MOYTY;

Hcnone3yi Toapko 3anunieHHoe coenunenue yepe3 HTTPS, a ve HTTP, 1.e. npn
Habope BeO-aapeca BBOAU UMEHHO «https://»;

B mo6unbsHOM Tenedone otknoun pyHkuuio «lloakmtouenue k Wi-
FiaBromatuueckn». He nomyckail aBTOMaTU4E€CKOTO MOJKIIOYEHUS YCTPOMCTBA K
cetsim Wi-Fi6e3 TBoero coriacus.

CoununajabHble CeTH

CounalibHbIE CETH aKTUBHO BXOJST B HAITY KU3Hb, MHOTHE JIIOJIU PA0OTAIOT U KUBYT
TaM MOCTOSIHHO, a B Facebookyke 3apeructprupoBal MUJUTHAP]] YETTOBEK, YTO SABIISIETCS
OJIHOM CeJIbMOM BCEX JKHUTeJeH miIaHeThl. MHOrMe Moab30BaTe/IM HE IIOHMMAIOT, YTO
nHpopMarus, pa3MeleHHass UMH B COITMAIBHBIX CETSIX, MOXKET OBITh HaljieHa U
HCIIOJIb30BaHa KEM YTrOJAHO, B TOM YHCIIC HE 0053aTeIbHO ¢ OJJaruMU HaMEPEHUSIMH.

OCHOBHBIE COBETHI IT0 0€301IaCHOCTH B COIIMaJIbHBIX CCTAX:

Orpanunyb CUCOK JIpy3ei. Y Te0s B Jpy3bax HE TOJKHO OBITh CIIy4ailHbIX U
HE3HAKOMBIX JIIOJICH;

3amumiail cBOI0 YacTHYIO ku3Hb. He ykasbiBail mapounu, TenedoHsl, aapeca, 1aTy
TBOETO POXKJIEHUS U IPYTYIO JUUHYIO HH(POPMAIUIO. 3T0YMBIIUIEHHUKH MOTYT
UCIIOJIb30BAaTh J1a)ke MHPOPMAIUIO O TOM, KaK Thl M TBOU POAUTEIH IJIAHUPYETE
IIPOBECTU KAaHUKYJIbI;

3aimuiiaii CBOIO peryTaliio — JIEP>KU €€ B UUCTOTE U 3ajJaBail ce0e BOmpoc: XoTes Obl
ThI, YTOOBI APYTHE MOIB30BATEIN BUIEIH, YTO ThI 3arpyxaeib? [Togymail, mpexae
4YeM 4TO-TO ONYyOJIMKOBATh, HANIUCATh U 3arPYy3UTh;



Ecnu T TOBOPHIIIB C JTFOIEMHU, KOTOPBIX HE 3HACIITH, HE UCIIOJIb3YH CBOE peaslbHOE
UMS U JPYTYIO JTUYHYI0 HHOOPMAITIH: UMSI, MECTO JKUTEILCTBA, MECTO YIeObI U
npoyee;

N3beraii pazmerienus potorpaduii B UHTEpHETE, TI€ THI N300pa’KeH HA MECTHOCTH,
10 KOTOPOM MOKHO OTIPEACITUTh TBOE MECTOIOIO0KEHHE;

[Ipu perucTpamnuu B CONUATBLHON CETH HEOOXOIUMO MCTIONB30BaTh CIOKHBIC TTAPOJIH,
cocrosme U3 OyKB 1 IUdp U C KOJIMYESCTBOM 3HAKOB HE MEHEE §;

JIJis conmanbHOM CeTH, MOYTHI M IPYTHX CAaHTOB HEOOXOIUMO HCIOJIb30BaTh Pa3HbIC
naposu. Toraa eciau Te0s B3IOMAIOT, TO 3I0YMBIIIJICHHUKH TIOTy4aT TOCTYI TOJIBKO K
OJTHOMY MECTY, a HE BO BCE Cpa3y.

DJIEKTPOHHBbIE JeHbIH

BHGKTPOHHBIC JCHBI'M — 3TO OYCHb YIIO6HBII>’I cIoco0 HJIaTe)Keﬁ, OJHAKO CYIICCTBYIOT
MOIICHHHUKH, KOTOPBIC XOTAT IIOJIYUUTb OTH ACHBI'U.

3J'I€KTpOHHBI€ JACHBI'H ITIOABHUJIMCHh COBCEM HCAABHO U KMMCHHO H3-3a 3TOI'O BO MHOTHX
rocyaapCTBax J0 CUX ITOP HC IMMPOIMCAHO ITPO HUX B 3dKOHAX.

B Poccun xe oHM PyHKIMOHUPYIOT U O HUX YK€ MPOMKUCAHO B 3aKOHE, II€ UX
pa3AeIsOT Ha HECKOJIBKO BUJIOB — aHOHUMHBIE U HE aHOHUMHBIE. PazHuna B ToM, 410
aHOHUMHBIE — 3TO T€, B KOTOPBIX pa3pelaeTcsi NpOBOIUTH onepaiuu 6e3
UACHTU(UKAIINY [10JIb30BATENS, & B HEAHOHUMHBIX WICHTU(DUKAIINY T10JIb30BaTENs
SBIISIETCS 00A3aTEIBHOM.

Takoke ciaenyeT pa3nuyarh 3JIEKTPOHHbIE (PUATHBIE IEHbIU (PABHBI TOCYaPCTBEHHBIM
BaJIIOTAaM) U AJIEKTPOHHbIE HE(UATHBIE IEHbIU (HE paBHBI FOCYAapCTBEHHBIM
BAJTIOTaM).

OCHOBHBIE COBETHI IO 0€30MaCHOM padOTe C AICKTPOHHBIMU JCHBIAMHU:

[TpuBsku K cueTy MOOMIBHBIN TenedoH. ITO caMblil yIOOHBINA U OBICTPBINA CIOCOO
BOCCTAaHOBUTH AOCTYN K cueTy. [IpuBsi3anHbIl TeaedoH MOMOXKET, eciu 3a0yAellib
CBOM IUIATEXKHBIW MApOJIb WM 3aiAEUIb HA CAaUT ¢ HE3HAKOMOTO YCTPOMCTBA;
Hcnonw3yit ogHopa3oBbie aposu. [locie nepexona Ha YCUIICHHYIO aBTOPHU3AIUIO Te0e
yKe He OyJIeT yrpokaTh OMAaCHOCTh KPaXkKH WJIM TIepexBaTa MIaTeXHOTO MapoJis;
Br16epu cnoxxubii mapois. [Ipectynmaukam OyaeT He MPOCTO yrajaaTh CIOKHBIN
naposib. HafgexxHsle mapoiau — 3TO NapoJid, KOTOPBIE COJIEPKAT HE MEHEE 8 3HAKOB U
BKJIFOYAIOT B CE0S1 CTPOYHBIC U TIPOIMUCHBIE OYKBBI, (PPl K HECKOJIBKO CUMBOJIOB,
TaKle KakK 3HaK JoJiiapa, pyHTa, BOCKIUIATENbHBIN 3HaK U T.1. Hampumep, StROng!;;
He BBOAM CBOM JIMYHBIC JAHHBIEC HA CaliTaX, KOTOPHIM HE JOBEPSECUIb.

JJIEKTPOHHAA MOYTA

DNEeKTpPOHHAS TIOYTAa — 3TO TEXHOJOTHUS U MPEIOCTABISIEMBIE €0 YCIYTHU 10
MIEPECHUIKE U TTOJYYSHHIO AIEKTPOHHBIX COOOIIEHUH, KOTOPBIE paCIpEeICIIIIOTCS B
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KOMITbIOTEPHOM ceTu. OOBIYHO 37EKTPOHHBIN OUYTOBBIN SIIHUK BBITISIUT CIECTYIOIIIM
o0pa3oM: UMs_TOJB30BaTEISI(@UMs_ToMeHa. Takxe KpoMe Tepeauu pocToro
TEKCTa, UMEETCSI BO3MOYKHOCTD TIepe1aBaTh (haiiibl.

OCHOBHBIE COBETHI IO 0€30MaCHOMN padOTe C AIEKTPOHHOU MOYTOM:

Hao BbIOpaTh npaBUIbHBIN TOYTOBBIN cepBuc. B IHTEpHETE €CTh OTpOMHBIN BEIOOD
OeCIUIaTHBIX MOYTOBBIX CEPBUCOB, OAHAKO JIYYILIE JOBEPSITH TEM, KOTO 3HACIIb U KTO
IIEPBBIN B PEUTHHTIE;

He ykassiBail B Tu4HOM nmouTe TuuHyto nHpopMmaruio. Hanpumep, mydiie BEIOpaTh
«My3bIKaJIbHBINA _(paHaT@» uin «pok2013» BmecTo «temal3y;

Hcnonb3yii IBYXATAlHYI0 aBTOPU3ALMIO. DTO KOTJja TOMUMO MapoJisi Hy>KHO BBOJUTH
KOJI, TpUChLIaeMbIil Mo SMS;

Br16epu ciioxxHbIM naposib. [l KaXk10ro NOYTOBOTO SIIUKA JI0JKEH ObITh CBOU
HAJIC)KHBIM, YCTOMYUBBIN K B3JIOMY I1apOJIb;

Ecau ecTh BO3MOXKHOCTB HAIlUCATh CAMOMY CBOM JIMYHBIM BOIPOC, UCIIOIB3YH ITY
BO3MOKHOCTB;

Hcnonb3yl HECKOJIBKO MTOYTOBBIX SIIUKOB. [IepBbIN 111 4aCTHOM IEPEIUCKU C
azpecaTaMy, KOTOPBIM Thl JOBEPSEIIb. DTO IEKTPOHHBIN aApec HE HA0
UCIOJIb30BaTh IPU PETUCTPALIUU Ha pOpyMax U caiTax;

He oTkpsiBail (aitnibl U Apyrue BIOKEHUsS B TUCbMAaX AK€ €CJIU OHU MPUIUIA OT
TBOUX JIpy3el. Jlydille yTOUHU y HUX, OTIIPABJISIIN JIM OHU TeOe 3TU (ailsbl;

[Tocne okoHyaHust pabOTHI HA TOYTOBOM CEPBUCE NEPE]T 3AKPHITUEM BKJIAJIKU C CAUTOM
He 3a0y/JIb HAXKaTh Ha «BBIATHY.

Kn0epOy1imHr wiim BUPTyaibHOE U3/1€BATEJIbCTBO

KubepOymmHr — mpeciieioBaHrue COOOIIEHUSIMU, COACPKAIUMU OCKOPOJICHUSI,
arpeccuio, 3ayruBaHue; XyJIUTaHCTBO; COIMAIbHOE OOMKOTHPOBAHNE C TIOMOIIIBIO
pPa3TUYHBIX HHTEPHET-CEPBUCOB.

OcHOBHBIE COBETHI IO 0OpbOE ¢ KUOESPOYITUHTOM:

He Gpocaiics B Ooit. JIyumuii crmoco6: mOCOBETOBATHCS Kak Ce0sl BECTH U, €CJIM HET
TOTO, K KOMY MOKHO OOpaTUThCS, TO BHaYaje YCIIOKOUThCA. Eciy Thl HauHelb
OTBEYaTh OCKOPOJICHUSIMU Ha OCKOPOJIEHHUS, TO TOJIHKO €IIle OOJIbIIE Pa30kKKEITb
KOH(JIUKT;

VYmpasnsii cBoelt kubeppenyTranuei;

AHOHUMHOCTH B ce€Tu MHUMas. CylIeCTBYIOT CIOCOOBI BBISICHUTh, KTO CTOMUT 32
AHOHUMHBIM aKKayHTOM,;

He cTout BecTn xXynuranckuii o0pa3 BUPTyalbHOM ku3HU. UTHTEpHET PUKCUPYET BCe
TBOU JICHCTBUS U COXpaHSET UX. Y JAIUTh UX OYJET KpaliHe 3aTpyTHUTEILHO;
Cobmroait cBOM BUPTYaJIbHYIO YECTh CMOJIOAY;

Urnopupyii emuHnYHBIA HeraTuB. OHOPA30BbIe OCKOPOUTEIHHBIE COOOIIEHUS JTyUIIie
urHopupoBath. OOBIYHO arpeccus MpeKpaniaeTcss Ha Ha4aJlbHOM CTa/INH;
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ban arpeccopa. B nporpammax oOMeHa MIHOBEHHBIMH COOOIIEHUSIMH, B COLIMATIbHBIX
CEeTSIX €CTh BO3MOXKHOCTh OJIOKHUPOBKH OTIPABKU COOOILEHUH C OMPEIEICHHBIX
aZpeCoB;

Ecnu Th1 cBUneTENs KUOEpOynHra. TBoU AeMCTBUS: BHICTYIIUTH IPOTUB
IpecieaoBaTeNs, IOKa3aTh EMY, YTO €r0 JEUCTBHSI OLICHUBAIOTCS HETaTUBHO,
MOJIIEPXKaTh KEPTBY, KOTOPOM HY>KHA IICUXOJIOTMYECKask TOMOIIb, COOOIIUTD
B3pOCJIBIM O (haKTe arpeCCUBHOTO MOBEACHUS B CETH.

MooOuiabHbIi TesaedoH

CoBpeMeHnHbIe cMapT(OHBI M TUTAHIIETHI COAEPKAT B ce0e BITOJIHE B3POCIBIMA
GyHKIIMOHAJ, ¥ TeTIePh OHU MOTYT KOHKYPHUPOBAaTh CO CTAllMOHAPHBIMU
KoMmmbioTepamu. OgHAKO, CPEACTB 3alIUTHI JIJIs1 TOJOOHBIX YCTPOUCTB MOKA OYEHB
Maso. TecTupoBaHuE U MOUCK YSI3BUMOCTEN B HUX MPOUCXOJUT HE TAK UHTEHCUBHO,
kak s [1K, To ke camoe kacaeTcsi 1 MOOMJIBHBIX MTPUIIOKEHUH.

CoBpeMeHHbIE MOOMIIBHBIE Opay3ephl yKe MPAaKTHYECKH TOTHAJN HACTOJIbHBIS
aHaJoTu, OJHAKO pacuIupeHue (PyHKIMoHaIa BICYET 32 CO00M OOJBIIYIO CI0KHOCTh U
MEHBIITYIO 3alUIIEHHOCTD.

I[aJIGKO HC BCC IIPONU3BOJNUTCIIN BBIITYCKAIOT O6HOBJI€HI/I§I, 3aKPbIBAIOINUEC KPUTHYICCKHC
YA3BUMOCTHU OJIA CBOUX YCTpOﬁCTB.

OCHOBHBIE COBETHI JIJIs1 0€30I1aCHOCTH MOOUJILHOTO TelieoHa:

Huuero He siBnsieTcs nmo-HacTodieMy OeciiaTHbIM. Byib ocTopokeH, Beib Korja Tede
npeiaraT OecrjaTHbIA KOHTEHT, B HEM MOT'YT ObITh CKPBIThI KaKHe-TO IJIaTHbIE
YCIIyTH;

Hywmaii, npexae ueM oTnpaButh SMS, ¢hoTo unu Bugeo. Thl TOYHO 3HACIIID, T/I€ OHU
OyIyT B KOHEUHOM uTOTE?

Heobxoaumo 0OHOBIIATH ONEPAIIMOHHYIO CUCTEMY TBOETO cMapThOHa;

Hcnonb3yit aHTUBHPYCHBIE IPOTPaMMBbl 111 MOOUIIbHBIX TeNIe(OHOB;

He 3arpy»aii mpuiiokeHusi OT HEM3BECTHOTO UCTOYHHUKA, BEIb OHU MOTYT COJIEPKATh
BPEJOHOCHOE MPOrpaMMHOE 00€CTIEUEHHUE;

[Tocne Toro kak Thl BEIMACIIB C CaldTa, I/I€ BBOJWII JINYHYIO MH(OPMAIUIO, 3aii]I1 B
HacTpoiku Opay3epa u yaaiu cookies;

[lepuonnuecku npoBepsiii KaKUe MIIATHBIE YCIYTM aKTUBUPOBAHBI HA TBOEM HOMEPE;
JaBaii cBoit HOMEp MOOMIIBHOTO TesiedoHa TOJIBKO JTOJISIM, KOTOPBIX Thl 3HACIIh U
KOMY JIOBEpSEIIIb;

Bluetoothiomken ObITh BBIKIIIOUEH, KOTJ]a ThI UM He ToJib3yelibes. He 3a0biBaii

WHOT 12 IPOBEPATH 3TO.

Online-urpsi

CoBpeMEHHBIE OHIIAMH-UTPBI — 3TO KPACOYHBIE, 3aXBAaTHIBAIOIINE PA3BICUCHHUS,
00BEIUHAIONINE COTHHU THICAY YEJIOBEK 10 BceMy MUpy. Urpoku uccneayror JaHHbIN
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UM MHUp, OOLIAI0TCA APYT C APYTOM, BBIMOIHSAIOT 33JaHUS, CPAXKAIOTCA C MOHCTPaMH U
MOJTy4YaloT OMBIT. 3@ YOBOJIBCTBUE OHU IUIATAT: OKYIAIOT JUCK, OIJIAYNBAIOT
aOOHEMEHT WU MPUOOPETAIOT KaKKe-TO OMIIHH.

Bce atu cpencTBa uayT Ha MOAEPKaHUE U PA3BUTHE UTPHI, @ TAKKE HA camy
0€30MacHOCTh: COBEPIICHCTBYIOTCSI CUCTEMBI aBTOPU3AIINH, BHIITYCKAIOTCSI HOBBIE
naTyu (LU@poBbIe 3aIIaTKU sl IPOTPaMM), 3aKPBIBAIOTCS YSI3BUMOCTH CEPBEPOB.

B HOI[O6HI)IX HUIrpax CTOUT OIacaTbCs HE CTOJIBKO CBOUX COIICPHHUKOB, CKOJIBKO KpaKH
TBOCTO I1apOoJIsl, HA KOTOPOM OCHOBAHA CHUCTEMA aBTOPHU3alUU OOJBIINHCTBA Hrp.

OcHOBHBIE COBETHI 10 0€30IaCHOCTH TBOETO HUI'POBOT'0 aKKAYHTA:

Ecnu npyroit urpok BeaeT cedsl II0X0 WK CO3/1aeT Te0e HENPUITHOCTHU, 3a0JI0KUPYH
€ro B CIIMCKE UTPOKOB;

[Toxxanyiicss aIMUHUCTpATOPaM UTPhI HA IJI0XO0E NOBEACHHUE 3TOI0 UTPOKA,
KeaTeJIbHO MPWIOKHUTh KaKHe-TO JOKAa3aTeIbCTBA B BUJIE CKPUHOB;

He yxa3biBail mnuHy0 HHGOpPMALIHIO B ITpodailie Uurpsl;

YBaxkail Apyrux y4aCTHHKOB I10 UTPE;

He ycranapnuBaii Heo(puIuaabHbIe TATYU U MOJBI,

Hcronb3yii CII0KHBIE U Pa3HbIE IAPOJIH;

Jlaxxe BO BpeMsI UTPbI HE CTOUT OTKJIFOYaTh aHTUBHpYC. [IoKa ThI Urpaens, TBOM
KOMITBIOTEP MOT'YT 3apa3uTh.

DOUIIHHT WA Kpaika JIMYHBIX JaHHbIX

OOBIYHOM KpaXKkeil IeHeT W TOKYMEHTOB CETOHS y>K€ HUKOT'O HE YAUBUIIb, HO C
Pa3BUTHUEM MHTEPHET-TEXHOJIOTUN 3JI0YMBILUICHHUKH [IEPEMECTUIINCH B IHTEpHET, U
MIPOJIOJDKAIOT 3aHUMATHCS «JTFOOMMBIMY JICTIOM.

Tax nmosiBMIIach HOBas yrpo3a: MHTEPHET-MOLICHHHYECTBA WIIH (DUIIMHT, TTIaBHAS 11eJTb
KOTOPOT'O COCTOUT B MOJTYYEHUU KOH(UIECHIMATIBHBIX JaHHBIX MOJIb30BaTEIeH —
JOoTMHOB U napoJjeil. Ha anrnuiickoM si3bike phishinguutaercs kak GUIIUHT (OT
fishing— pe1OHas 0B, password— mapoJib).

OcHOBHBIE COBETHI IO 00pHOE C (PUITUHTOM:

Crnenu 3a cBOMM akkayHTOM. Eciii Thl oJ103peBaeib, 4TO TBOS aHKETa Oblia
B3JIOMaHa, TO HEOOXOAMMO 3a0JIOKUPOBATH €€ U COOOIIUTh aIMUHUCTPATOPaM pecypca
00 9TOM KaK MOXHO CKOpee;

Hcnonb3yit Oe3omacHbie BeO-CailiThl, B TOM YHCIIe, MHTEPHET-Mara3uHoB U MOMCKOBBIX
CUCTEM;

Hcrnonb3yit crioskHbIC U pa3HbIe Mapon. Takum o0pa3oM, eciid TeOs B3JIOMAIOT, TO
37I0YMBILUIEHHUKH MOTY4aT JOCTYH TOJBKO K OAHOMY TBOEMY MPO(UIIIO B CETH, a HE
KO BCEM;
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Ecnu Te6s1 B310Manu, To HEOOXOAUMO MPEAYIPEIUTH BCEX CBOMX 3HAKOMBIX, KOTOPbIE
n00aBJIEeHBI y TEOS B IPY3bsiX, O TOM, YTO T€OSI B3JIOMaIH U, BO3MOXKHO, OT TBOETO
UMeHH OyJIeT pacChUIaThCS CIaM U CChUTKU Ha (DUIIIMHTOBBIE CATHI;

YcranoBu HaaexHbIH apois (PIN) Ha MOOMIIBHBIN TeneoH;

OTKIII0YM cOXpaHEHue MapoJs B Opaysepe;

He oTkpsbiBaii Qaiinel v Apyrue BIOKEHHUS B MUCbMaXxX Ja)Ke €CJIM OHU MPUIILITH OT
TBOUX Jpy3ei. Jlydie yTouHu y HUX, OTIPABIISUIA JIM OHU TeOe 3TH (Daiisbl.

Mudposas penyramus

[Mudposas pemyrarust — 3TO HETaTUBHAS WIN MTO3UTHUBHAS HH(POPMAIUS B CETH O
tebe. Kommpomerupyromias napopmaus, pazMenieHHas B IHTepHeTe MOXKET
Cepbe3HBIM 00pa30M OTPa3UThCA Ha TBOEH peanbHOM *)u3Hu. « {udposas pemyranus»
— 3TO TBOM UMMJIXK, KOTOPBI popmupyercs u3 undopmanuu o rede B MiHTepHeTe.

TBoe MecTo KUTENbCTBA, yueObl, TBOE (PMHAHCOBOE MOJIOKEHUE, 0COOEHHOCTU
XapakTepa M paccKasbl O OJIM3KMX — BCE ATO HAKAILIMBAETCS B CETH.

MHorue noApoCTKH JIETKOMBICJICHHO OTHOCSATCS K IMyOJIMKALMK JIMYHON MH(POpMaIIIu
B lHTEepHEeTE, HE MOHMMAas BO3MOXKHBIX MOCIEACTBUI. ThI 1aXe HE CMOXKEIIb
JIOTaIaThCsl O TOM, uTO oTorpadus, pa3MelIeHHas 5 JIeT Ha3aj, cTajga IPUIHHOM
OTKa3a MPUHSATH TeOs Ha paboTy.

KomMmmenTapuu, pazmenienue TBoux (ororpaduii u Apyrue 1eUCTBHUS MOTYT HE
VCUYE3HYTh JIAKE MOCIE TOTO, KaK Thl MX YAAIulIb. Thl HE 3HACIIb, KTO COXPAHUI 3Ty
uH(pOpMaIuIo, oNaia I OHA B MOMCKOBBIE CUCTEMBI U COXPAHUJIACH JIM OHA, a
IJIABHOE: YTO MOAYMAIOT O TeOE OKPYXKaIoUIee JII01, KOTOPbIE HAWIYT U YBUJAT 3TO.
Haiitu nndopmaiuio MHOTO JIET CITYCTs CMOXKET JIF000H - KakK U3 100pbIX

o0y I€HUH, TaK U C HAMEPEHUEM MTPUUMHUTH BPed. DTO MOKET OBITh KTO YTOJHO.

OCHOBHBIE COBETHI TI0 3aIIUTE UPPOBOM PEITyTAINN:

[Toxymaii, mpeskie YeM 4TO-TO IMyOJIMKOBATh M MepeiaBaTh y ceOs B O6J10Te MK B
COIIMAJIbHOM CETH;

B Hactpoiikax npoduis ycTaHOBH OTpaHWUYEHHUS Ha POCMOTP TBOETO MPOGHUIIS U €T0
COZIEP’KUMOT0, CIEJIAl €T0 TOJIBKO «JUIS APY3EN»;

He pa3mMemaii u He yka3biBail HH(M)OPMAIUIO, KOTOPAst MOXKET KOTO-THM00 OCKOPOISThH
WM OOMXKAaTh.

ABTOpCKOE NIPaBo

CoBpeMeHHBIE MKOJLHUKN — aKTHBHBIC TTOJIb30BATEIIH IU(PPOBOTO IPOCTPAHCTBA.
OpmHako 1ajneKko He BCe 3HAIOT, YTO MOJb30BaHUE MHOTHMH BO3MOYKHOCTSMH
1u(poBOTro MUpa TpedyeT COOIIOICHHSI PAB HA UHTEIUICKTYaJIbHYI0 COOCTBEHHOCTD.



Tepmun «uHTEIEKTya bHAst COOCTBEHHOCTHY» OTHOCUTCS K pa3iIMYHbIM TBOPEHUSAM
YeJIOBEYECKOTO yMa, HaUMHas C HOBBIX M300pPETEHUI U 3HAKOB, 0003HAYAOIIINX
COOCTBEHHOCTb Ha MPOAYKTHI U YCIYTH, U 3aKaHYMBasi KHUTaMu, (GoTorpadusamu,
KUHO(QUIbMAMH U MY3bIKIIbHBIMHU MPOU3BEIACHHUSIMH.

ABTOpCKHE ITpaBa — 3TO MpPaBa Ha UHTEJUICKTYaJIbHYI0 COOCTBEHHOCTh Ha
MIPOU3BEACHUS HAYKH, JINTEPATYPBI K HCKYCCTBA. ABTOPCKHE MpaBa BbICTYNAIOT B
KauecTBE rapaHTHH TOTO, YTO UHTEJUIEKTYalbHBII/TBOPUECKUI TPy aBTOpa HEe OyAeT
HaIpacHbIM, JJACT €My CIIPaBEIJIMBbIE BO3MOXKHOCTH 3apabd0TaTh Ha Pe3ysibTaTax
CBOETO TPYyJa, MOJYyYUTh U3BECTHOCTH U NMpu3HaHue. Hukto 0e3 paspenieHus aBTopa
HE MOET BOCIIPOU3BOIUTH €0 MPOU3BEICHHE, PACTIPOCTPAHSIT, TyOIUYHO
JIEMOHCTPUPOBATH, IPOAaBaTh, UMIOPTUPOBATH, MyCKATh B MPOKAT, MyOJIUYHO
UCTIOJTHSATH, MOKa3bIBaTh/UCIIONHATH B 3dHUpe WK pa3Meniath B UHTepHeTe.

Hcnonb30BaHre «ITUPATCKOT0» MPOrPaMMHOI0 00ECIIEUSHUSI MOYKET MPUBECTH K
MHOTHM pPUCKaM: OT IIOTEPU JIaHHBIX K TBOMM aKKayHTaM J0 OJJOKMPOBKH TBOETO
YCTPOMCTBA, TJI€ YCTAHOBJICHHBIN HE JIETAJIbHAS MMporpamMa. He cTout takxke
3a0BIBaTh, YTO CYIIECTBYET JETAIbHBIC M OCCIUIATHBIEC MPOTPAMMBI, KOTOPHIE MOKHO
HalTHU B CETH.

O nopraJe

CereBUYOK.ph — TBOM TJIaBHBIA COBETUYHK B CETH. 3/1€Ch Thl MOXKEITh Y3HATh O
0€30MacHOCTH B CETU MOHSATHBIM U JIOCTYITHBIM SI3bIKOM, & TIPU BO3HUKHOBEHHUH
KPUTHUYECKON CUTYyallMH OOPATUTHCS 32 COBETOM. A Tak)Ke MPUHSATH y4acTHe B
KOHKYpCaX U CTaTh CaMbIM ITU(GPOBBIM IpaskIaHUHOM !

IHamaTka niis o0yyaromuxcsi 00 THPOPMAIUOHHO 0€30MaCHOCTH
HEJIb351

Bcem noapsin coo0maTh CBOO YacTHYIO HHGOpMAIIUIO (HacTosIIue UM, (pamMuinio,
TenedoH, aipec, HOMEep IIKOJIbI, a Takke GoTorpaduu CBou, CBOEH CEMbU U JApy3ei);
OTKpBIBaThH BIOKEHHBIE (haiiiIbl AJIEKTPOHHON MOYTHI, KOTJ]a HE 3HACITH OTIIPABUTEIIS;
['pyOuTh, mpuaMpaThCs, OKa3bIBATh JABICHUE — BECTU CE0ST HEBEKIIUBO U
arpecCuBHO;

He pacnopsikaiics neHpramu TBOEH ceMbH 0€3 pa3pelieHus CTapIinx — BCeTa
CIIpallINBal pOAUTEIIEH;

He BcTpeuaiics ¢ HTHTEPHET-3HaKOMBIMU B PEAJIbHOW )KU3HU — IIOCOBETYHMCS CO
B3POCIIBIM, KOTOPOMY JTOBEPSCILIb.

OCTOPOXHO
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He Bce numryt npasay. Uuraeus o cede HenpaBay B HTepHETE — co0011u 00 3TOM
CBOMM POIUTENISIM HIIM OTIEKyHaM;

[TpurnamaroT nepenuchBaThCs, UTPaTh, 0OMEHUBATHCS — MPOBEPbH, HET JIU MOJIBOXA;
He3zakonnoe xonupoBanue (aiinos B IHTepHETE — BOPOBCTBO;

Bcerna pacckasbiBail B3pOCbIM O MpoOsieMax B CETU — OHM BCErjia MOMOTYT;
Hcnonp3yit HacTpoiiku 0€30MacHOCTH U MPUBATHOCTH, YTOOBI HE MIOTEPATH CBOU
AKKayHTBI B COLICETSIX U APYTHX MOpTaJIax.

MOKHO

YBaxkail Apyrux noJib30BaTeIeH;

[Tonb3yenbcst HHTEPHET-UCTOYHUKOM — JI€JIall CChUIKY Ha HEro;

OTKpBIBail TOJBKO T€ CCHUIKH, B KOTOPBIX YBEPEH;

OO1aThCs 32 HOMOIIBIO B3POCIIBIM — POJUTENH, ONIEKYHbI U a/IMUHUCTpALIMSI CaliTOB
BCEr/a IOMOT'YT;

[Tpoiian oO6ydyenue Ha caiite «CeTeBUYOK» U MOIY4YH MacnopT Hu(pPOBOro
rpakgaHuHa!



